ITpunoxxenue N 2

NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHMS
HA O®PUIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJOJIC)KM B HWHTEPHETE CTAaHOBUTHCA OoJibllle, a
IIKOJIbHUKM OJHW W3 CaMbIX AKTUBHBIX MOJib3oBaTenen Pynera. Mexny tew,
MOMHUMO OTPOMHOT0O KOJIMYE€CTBA BO3MOXHOCTEH, UHTEPHET HECET M MPOOJIEMBI.
DTa maMgTKa JOJKHA TOMOYb Tebe 0e30IMacHO HaXOAUThCSA B CETH.

KoMmnbroTepHblie BUPYChI

KoMIbroTepHBIli BHPYC - 3TO PAa3HOBUIHOCTH KOMIIBIOTEPHBIX IMPOIPaAMM,
OTIMYUTEIBHON 0COOEHHOCTBIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO.
B nmonosiHeHHE K 3TOMY, BUPYCHl MOTYT IOBPEIUTh WIH IOJHOCTBEO YHHUYTOXXUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3aIlyllleHa 3apakeHHas MpOrpaMMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTH
OIEPaIOHHYIO CUCTEMY CO BceMH (ailzamu B 1esloM. B OOJIBIIMHCTBE CiydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeTtoapl 3a1IUTHI OT BPEIOHOCHBIX IPOrPaMM:

1. cnionp3yil COBpeMEHHBIE ONEPAIIMOHHBIE CHCTEMBI, UMEIOIIINE CEPhE3HBIN
YPOBEHbB 3AIIUTHI OT BPEIOHOCHBIX ITPOrPaMM;

2. IlocrossHHo ycTaHaBnuBaié mnadyTH (UUMQPOBBIE 3aIIaTKU, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBail WX TOJBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PabGoraii Ha CcBOeM KOMIBIOTEpE TMOJ IpaBaMH IOJb30BATENs, a HE
aIMUHUCTpAaTOpa. OJTO HE IMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Hcnone3y#h aHTUBHPYCHBIE MPOTPAMMHBIE TIPOIYKTHI  HM3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHEIIHWE HOCUTEIN HH(POpMAIMH, Takue Kak (ielika, JUCK
win (paia U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHBIC (Dailibl, MOJYYEHHBIE W3 HEHAJACKHBIX



UCTOYHUKOB. Jlaxke Te (ailybl, KOTOpbIEe MPHUCIaT TBOM 3HAKOMBIH. Jlydiie yTouHu
y HETO0, OTIPABJISUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - aT0 He Bua mepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpEH/I,
mapka. Eme B 1991 romy Huzaepnanackas KOMIIaHUSI 3aperdcTpHpoBaiia OpeHn
"WECA", uro o6o3nagano cioBocoueranue "Wireless Fidelity", koTopsrii
NEepPEBOIUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Hamero BpeMeHu Joliia apyras abopeBuaTtypa, KOTopasi sSIBIsSIeTCS TaKou
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C
HAMEKOM Ha CTaHJapT BbIciied 3BykoBoM TexHuku Hi-Fi, uto B mepeBome
O3Ha4yaeT '"BBICOKAsI TOUHOCTH'.

Ja, OecraTHbI MHTEPHET-AOCTYH B Kade, OTeNsIX U a’dpornopTax SBIISIETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrme 3KcnepThl CUMTAIOT,
yTo obmenoctynusie Wi-Fi ceTu He aBist0TCS O€30MaCHBIMU.

CoBeTblI 10 0€30MaCHOCTH PA0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JiMuHyr0 HHpOpMaIuio depe3 ooienoctymnabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapoJIv JOCTYIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yit u OOHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30TacHIllb Ce0s1 OT 3aKaYKH BHUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonbzoBanuu Wi-Fi otkimoun pynkuuto "OOmuid 1oty K ¢gaiiinam
u npuHTepam". JlaHHas (yHKUMS 3aKpbITa 1O YMOJYAHHUIO, OJHAKO HEKOTOphIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonb3yit nyOnmunbii WI-FI ang mepemaun JMYHBIX JTaHHBIX,
HanpuMmep JUIsl BBIXOJA B COLIMAJIbHBIE CETU WJIM B JJIEKTPOHHYIO TOYTY;

5. Wcnone3yit Tonpko 3ammuuieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunbHOM Tenedone ortkiroun QyHkimoo "Tloakmouenue k Wi-Fi
aBromatuuecku". He momyckaili aBTOMaTW4yecKOro IMOAKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

ConnajbHble CeTH

CouuanbHble CETH aKTUBHO BXOJIST B HaIlly KU3Hb, MHOTHE JIOAU pabOTalOT U
’KUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHAP]] YEIOBEK,



YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJIEH ILIaHeThl. MHOTHE ITOJIb30BaTENIN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMH B COIMAJIBbHBIX CETSIX, MOXET
OBITh HalJiIcHa W HCIIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeIBHO C
0JIaruMu HaMEpEHHUSIMHU.

OCHOBHBIC COBETHI 110 O€30ITaCHOCTH B COIIMAJIbHBIX CCTAX:

1. Orpannyb cnucok Apy3ei. Y Te0si B APY3bsiX HE JOJKHO ObITh CIy4alHBIX
Y HE3HAKOMBIX JIIO/ICH;

2. 3amminai cBOO 4acTHYIO ku3Hb. He ykaspiBaii maposu, TenedoHsl, aapeca,
ATy TBOETO POXACHUS W APYTYIO JUYHYIO HHPOpMAIUio. 3II0yMBINUICHHUKA
MOTYT HCITOJIB30BaTh Jake WHGOPMAIMIO O TOM, KaK Thl W TBOW POJUTEIH
IJTAHUPYETE IPOBECTH KAaHUKYIIHI;

3. Bamuimiail CBOIO penmyTaluio - Iep>Ku €€ B UUCTOTE U 3a/1aBail cebe BOmpoc:
X0Tea Obl Thl, YTOOBI APYrHE IMOJIH30BATEIM BHJIETU, YTO Thl 3arpyaeuib?
[Toxymaii, mpesxJie 4eM 4TO-TO OMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu TBI TOBOpPHUIIB C JIKOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peanbHOE UM U IPYTyH0 JUYHYIO MH(OpMAUUU: UMs, MECTO >KHTEJIbCTBA, MECTO
y4eObl U poYee;

5. U306erait pasmemienust Gororpaduit B UntepHere, rae Tol n300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B COIMATBLHONW CETU HEOOXOJMMO HCIOJIb30BAThH
CJIOXHBIE TAPOJIH, COCTOSALIUE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEE

8;

7. Hdns  couMalbHOW CETH, TOYTHl W JPYTUX CAaTOB HEOOXOIUMO
WCITIOJIb30BaTh pa3Hble mapoyu. Torma eciu Tedsi B3JIOMAIOT, TO 37T0YMBIINICHHUKH
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE ICHbI'H

OJIEKTPOHHBIC JIEHBIU - 3TO OYEHb YIOOHBIM CHOCO0 TIaTexel, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYHTh 3TH JCHBIH.

3J’ICI(Tp0HHI)Ie ACHBI'M ITIOABHJIMCH COBCEM HCIAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyaapCTBax J0 CUX IMOP HC IMPOIIMCAHO ITPO HUX B 3dKOHAX.

B Poccun jxe oHU (DYyHKIIMOHUPYIOT M O HUX Yy>K€ MPOMKUCAHO B 3aKOHE, TJI€ UX
pa3AeISIIOT Ha HECKOJIBKO BHJIOB - AaHOHMMHBIE U HE aHOHHWMHBbIE. PazHuna B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKAIINY TIOJIH30BATENS, @ B HEAHOHUMHBIX MJICHTU(UKALIKS TOIb30BaTEIs



SBJISIETCS 0043aTEIBHOM.

Taxxxke criemyer pas3nuyaTh OAJIEKTPOHHBIE (UATHBIE JI€HbIHM (PaBHbI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE JACHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHoBHEBIE COBETHI 0 O€30TaCHOM pa60Te C DJICKTPOHHBIMHU ACHbBI'aMU:

1. ITpuBsixku K cyeTy MOOUIBHBIN TenedoH. ITO caMblil yAOOHBIN U OBICTPbIT
crioco® BOCCTAaHOBHUTH JOCTYN K cdery. llpuBsi3aHHBIA TeneoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. HUcnonp3yii omHopa3oBble mnaponu. llocie mnepexona Ha YCHICHHYIO
aBTOpM3aIMio Tebe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
MJIATEXKHOTO MaAPOJIS;

3. BoiObepu cnoxHblii napoisib. IlpectynHukam Oyner He MpOCTO yrajaaTh
CJIO’KHBIN ITaposib. HaznexHsle maposy - 3T0 mapoJid, KOTOPBIE COAEpKAT HE MEHEe
8 3HAKOB M BKIIOYAIOT B CE€OSl CTPOYHBIE WU NPOINHUCHBIE OYKBBI, LHUPPHI H
HECKOJIbKO CMBOJIOB, TAKME KaK 3HAK J0JUi1apa, (PyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.1. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC JaHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.
DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTUSI U MPENOCTABIAEMBIE €0 YCIYTH 1O
MEePEChUIKE U MOJYYCHUIO JIEKTPOHHBIX COOOIIEHUI, KOTOPBIE paclpeestoTcs B
KOMMBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUT
CJICAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTENA(@UMs_JoMeHa. Takke KpoMme nepeadn
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh TIepeiaBaTh (hauJibl.

OCHOBHBIEC COBETHI IT0 O€30ITaCHOM pabOTe C IICKTPOHHOM MOUYTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM TOYTOBBIM cepBUC. B uHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTI'0 3HACIlb U KTO NEPBBIN B PEUTUHTE;

2. He yka3piBaii B MTU4HOM MouTe JIUYHYy0 uHpopmaruio. Hampumep, myudie
BbIOpaTh "My3bIKanbHbIN  (panat@" wim "pox2013" Bmecto "temal3";

3. HMcnonp3yil IBYX3TalHYH aBTOPU3aLUI0. JTO KOrjga IOMHMO NapoJjs
HY>KHO BBOJUTH KOJI, TPUChUIAEMBII 10 SMS;

4. BoiOepu cnoxHBIN mapob. JJisi KaKI0TO TTOYTOBOTO SIIIIUKA JTOJDKEH OBITh



CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecim ectb BO3MOXHOCTH HAIlUCaThb CaMOMYy CBOW JIMYHBIA BOIPOC,
HCTOJIb3YH 3Ty BO3MOXHOCTb;

6. Hcnosb3yi HECKOJBKO TOYTOBBIX SIIMKOB. I[lepBbIii 11 4YacTHOU
NEPENUCKU C apecaTaMu, KOTOPbIM Thl JOBEPSACIIb. DTO JIEKTPOHHBIA aJIpec He
Ha/10 UCTOJIb30BaTh MPU PETUCTPALIMU HA (popyMax U calTax;

7. He oTkpeiBail ¢aiiipl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIH OHU
IPUILUIM OT TBOUX Apy3el. Jlydille yTOUHH y HUX, OTIPABISIM JU OHU TeOe 3Th
daitnbr;

8. ITlocie oxoHuaHuss pabOTHl HA TMOYTOBOM CEpPBHUCE IIepe]] 3aKphITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiidTh".

Kn0epOy1iimHr wiim BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymauar -  mpeciefoBaHHe  COOOIIEHUSIMHU,  COJIEP KAIUMHU
OCKOpOJIeHMS, arpeccuro, 3aIyTrUBaHUE; XYJIUTaHCTBO; COIIMATIbHOE
OOMKOTHUPOBAHKE C IOMOIILIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He 6pocaiics B 60it. JIydmmuii crmoco0: MOCOBETOBATHCS KaK ce0s BECTH H,
€CJIM HET TOro, K KOMy MOXXHO OOpaTHThCS, TO BHAJaye YCIIOKOWThCSA. Ecim ThI
HayHEIIb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIIb KOH(IIHKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHMMHOCTh B ceTM MHUMad. CyllecTBYIOT CHOCOObI BBISICHUTH, KTO
CTOMUT 32 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTH XynuraHCKWi 00pa3 BHUpPTyaJbHOW Xu3HU. MHTEpHET
(bUKCUpyeT BCe TBOW JEUCTBHSI W COXpaHICT WX. YJINTh UX OyIeT KpaitHe
3aTPYIHUTEIBHO;

5. Cobro1ait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. UrHopupyiét enuHW4HBIM HeratuB. (OJIHOpa30BbIE OCKOPOUTEIHHBIC
cooOleHust Jydiie urHopupoBaTb. OOBIYHO arpeccus NpeKpamaercs Ha
HayvaJIbHOM CTaIuM;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKM OTHPABKUA COOOILEHUN C



OIPCACICHHBIX aAPCCOB,

8. Ecnu Th1 cBuaeTens kubepOyiunra. TBou AeMCTBUSA: BBICTYIUTH MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HY)KHA IICUXOJOTMYECKas MOMOLIb, COOOLIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoOuiabHbId TesedoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COACPKAT B ceOE BIOJIHE B3POCIBIN
GyHKUMOHAT, W Temepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OIHAKO, CPEACTB 3ALIUTHI 1JIs1 TOJJOOHBIX YCTPOMUCTB MTOKA OYEHB
Mano. TecTMpoBaHME H TIOMCK YSI3BUMOCTEd B HHUX IMPOUCXOJIUT HE TaK
uHTEeHCUBHO, Kak s [1K, To ske camoe kacaeTcst 1 MOOMIIBHBIX TIPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe MPAaKTHIECKH TOTHAIA HACTOJIbHBIC
aHaJoru, OJHAKO paclIMpeHHe (QYHKIMOHAJIAa BJEUET 3a CO0OM OOJBIIYIO
CJIOKHOCTh M MECHBIIIYIO 3aIUIIEHHOCTb.

I[EU'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBH€HI/IH, 3aKPBIBAIOIINC
KPUTHUYCCKHUC YA3BUMOCTHU JJII CBOHUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBHOTO TesiedoHa:

Huuero He sBnsercs mo-Hacrosimemy OecriaTHeIM. Byas ocToposkeH, Benb
Korjia Tebe mpeasiaratoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, npexxae yem oTnpaBuTbh SMS, ¢poto unm Buaeo. Thl TOUHO 3HACIID,
r7ie OHU OyJyT B KOHEUHOM UTOTre?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CUCTEMY TBOET0 cMapThOHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTSI MOOHJIBHBIX TEIC(POHOB;

He 3arpyxaii mpuioxeHus OT HEW3BECTHOTO HMCTOYHHKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00CCIICUCHUE;

[Tocne Toro kak Thl BBIAJEUIL C CalTa, IJ€ BBOAMWI JIMUHYIO MH(OpPMAIUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

[Tepynoanyecku npoBepsiii, KAKUE IUIATHBIE YCIYTH aKTHUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOl HOMEp MOOWJIBHOrO Teie(poHa TOJBKO JIOJSAM, KOTOPBIX Thl
3HACIllb U KOMY JIOBEpSEIIIb;



Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJa Thl MM HE mMoJib3yemibcs. He
3a0bIBail HOT 1A MPOBEPATH ITO.

Online urpsi

CoBpeMEHHBIE  OHJAMH-UTPBI - 3TO  KPAacOYHbIE,  3aXBATHIBAIOIINE
pa3BiedyeHUs, OOBEANHSAIOIINE COTHU ThICSY 4YEJOBEK MO Bcemy mupy. Urpoku
UCCJENYIOT JTaHHBIA UM MHp, OOIIAIOTCSA APYTr C APYIOM, BBINOJHSIOT 3aJaHus,
CPKAIOTCSI C MOHCTPAMHM W TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM IUIATAT:
MOKYTIAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WJIM MTPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpeacTBa Uyt Ha MojAep>KaHUe U Pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
naT4yu (Mu@poBbIe 3arIaTKU ISl POTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nomo0HbIX Urpax CTOMT OmacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)K TBOETO IMapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKAyHTa:

1. Ecnu npyroit urpok BeleT ceOsl III0X0 WM CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxanyiics aAMUHHUCTPATOPaM UTPbl HA IJIOXOE MOBEACHUE 3TOTO0 UTPOKA,
YKEJATEIbHO MPUJIOKUTh KAKKE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3bIBaii TuuHy0 HH(POpPMALIHIO B Ipodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB M0 UTPE;

5. He ycranaBnuBaii HeopuIManbHbIe MATYH U MO/IbI;

6. Mcrionb3yii CIOKHBIE U pa3HbIE NAPOJIH;

7. JJaxxe BO BpeMs UIPbl HE CTOMT OTKJIOYATh aHTUBUPYC. [IoKa ThI urpaemisn,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WA Kpaika JIMYHBLIX JaHHbIX

OOBIYHOM KpaXkel JeHer U JOKYMEHTOB CETOAHS )K€ HUKOTO HE YJIUBUIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINUICHHUKA TEPEMECTHUINCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JEIOM.

Tax mosBUnIach HOBas yrpos3a: HMHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT,
TJIaBHAs 1eJb KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUACHLUUAIBHBIX JTaHHBIX



M0JIb30BaTeNeH - IOTWUHOB U mapodeil. Ha anrmuiickom si3bike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Creaum 3a CBOMM aKKayHTOM. Ecii TBI 1OJ0O3peBaciib, YTO TBOS aHKETa
Oblma  B3JIOMaHa, TO HeOOXoAWMMO  3a0JIOKUpOBaTH €€ W COOOIIHTH
aJIMUHHCTpATOpaM pecypca 00 ITOM Kak MOXKHO CKOpee;

2. Ucnonb3yit 6e3omacHbie BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U
MIOMCKOBBIX CHUCTEM;

3. Hcnonw3yil crnokHble W pa3Hble maposu. Takum oOpa3om, ecinu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKH MOJy4aT JIOCTYI TOJIBKO K OJHOMY TBOEMY
npouIIIo B CETH, a HE KO BCEM;

4. Ecnu Te0s B3nOMalM, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE J100aBieHbl y T€OA B JIPY3bsAX, O TOM, UTO T€OS B3JIOMAJH H,
BO3MOYKHO, OT TBOETO MMEHH OYJET pacchlIaThCs ClIaM M CChUIKHU Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TenedoH;
6. OTKIIIOUM COXpaHEHUE NapoJsi B Opaysepe;

7. He oTkpwiBaii (ailibl U Apyrue BIOKEHHUS B MUChMAax, JaKe €CIM OHU
IOPUIILTA OT TBOWX Apy3el. Jlydille yTouHu y HUX, OTIPABISUIN JIM OHH TeOE ATH
(bab.

udposasi penyrauus

[Mu¢posast penyTtanus - 3T0 HEraTUBHAs WM MMO3UTUBHAs HH(GOpPMAIUS B CETH
o tebe. Komnpomerupytomas uHdopMmaius, pa3MelieHHass B UHTEPHETE, MOMKET
CEpbEe3HbIM 00pa30oM OTpa3UThCAd Ha TBOEW peanbHOl Kku3HHU. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIA opMupyercs u3 uHdopmanuu o Tede B
UHTEPHETE.

TBOE MeCTO KUTEIHCTBA, yueObl, TBOE (PUHAHCOBOE TOJIOKEHHE, 0OCOOCHHOCTH
XapakTepa U paccKasbl 0 OJIM3KHX - BCE 3TO HAKAILJIMBACTCS B CCTH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCATCS K NYOJIMKaUUU JUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3al, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pasmemnienue tBoux (otorpaduii u apyrue AEHCTBUS MOTYT



HE HUCYE3HYTh JaK€ IMOCJE TOro, Kak Thl WX YyJaluiib. Thl HE 3HaCIIb, KTO
coXpaHWwi 3Ty WHPOpMALMIO, TMoMnajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JIU OHA, a TJABHOE: YTO MOAYMAalOT O TeOe OKpY)KaIoIIUEe JIOJIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTu nH@pOpMaLMI0O MHOTO JIET CIIYCTS CMOKET
100011 - KaKk u3 100pbIX MOOYKIEHU, TaK U C HAMEPEHUEM MPUYUHUTD Bpel. ITO
MOKET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE TU(PPOBOH peryTaLUU:

1. [Togymaii, mpexe yeM 4To-To MyOJMKOBATh U MepeiaBaTth y ce0s B Oyore
WM B COLIMATILHOM CeTH;

2. B nactpoiikax npo¢uis yCTaHOBM OIPAaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIsl ¥ €ro COAECPAKUMOro, cliesiail ero TOAbKO "1 Apy3eit”;

3. He pa3memaii u He yka3bpiBali MH(POpMAIMIO, KOTOpas MOXKET KOro-J1udo
OCKOPOJIATH MK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE IIKOJIBHUKH - AKTUBHBIE IIOJIB30BAaTeNd  LU(pPOBOTO
npoctpancTBa. OJHAKO Jaleko HE BCE 3HAIOT, YTO IMOJb30BAHHE MHOTMMHU
BO3MOXHOCTSIMM ~ LM(ppoBOoro  Mupa TpeOyeT coONOIeHHs TpaB  Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENNEKTyalbHasi COOCTBEHHOCTh' OTHOCUTCS K Pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HA4yMHAs C HOBBIX H300pETEHUN U 3HAKOB,
0003HavaloMKUX COOCTBEHHOCTh HAa MPOJYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - ATO MpaBa Ha HHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh Ha
MIPOM3BEICHUSI HAYKHU, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
KaueCTBE TapaHTUHM TOTO, YTO HMHTEIJICKTYaJIbHBIN/TBOPUECKUNA TPYJ aBTOpa HE
OyZneT HampacHbIM, JacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TPyHa, TMOJYyYUTh W3BECTHOCTh W mpuzHaHue. Hukrto 6e3
paspelieHus aBTOpa HE  MOXET  BOCHPOU3BOJAUTH €r0  IPOU3BEICHHUE,
pacnpocTpaHsiTh, MYOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCIOJHATH, MOKA3bIBATH/UCIIONHITh B ddUpe WIn
pasmewars B IHTEpHETE.

Hcnonb3oBanue "muparckoro” nporpaMMHOIO 0OECIIEYEHHS] MOKET MPUBECTU
K MHOTUM PHUCKaM: OT MOTEPHU AAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIIEHA HelerajapHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE M OECIUIaTHBIE MPOrPaMMBbI, KOTOpBIE
MOYKHO HalTH B CETH.



O noprane

CeteBu4OK.p( - TBOI IrIaBHBIN COBETYMK B CETHU. 3/1€Ch Thl MOXKEIIb Y3HAThH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3IKOM, & MPU BO3HUKHOBEHHHU
KPUTHUYECKON CHUTyallud OOpaTUTHCS 3a COBETOM. A TakKe MPUHATH ydyacTUe B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



